Department of Financial Services

FAIRFAX COUNTY Office of Procurement Services
PUBLIC SCHOOLS 8115 Gatehouse Road, Suite 4400
Falls Church, Virginia 22042-1203

Telephone: 571-423-3550

FEB 29 s016

Level 3 Communications

Attn: Mr. Gary Crocco

1025 Eldorado Blvd

Broomfield, CO 80021

Reference: RFP 2000001720- Distribution Denial of Services (DDoS) Service Protection
Dear Mr. Crocco:

Acceptance Agreement

Contract Number: 4400006665
This acceptance agreement signifies a contract award to Level 3 Communications for
Distribution Denial of Services (DDoS) Service Protection. The period of the contract shall be
from February 28, 2016 through February 28, 2019 with the option to renew for three (3)
additional one year period.
The contract award shall be in accordance with:
1. This Acceptance Agreement;
2. The Terms and Conditions of RFP 2000001720, and all addenda;
3. Your Proposal dated November 20, 2015;
4. The signed Memorandum of Negotiations.
Please note that this is not an order to proceed. A purchase order, which constitutes your
notice to proceed, will be issued to your firm. Please provide your Insurance Certificate
according to Special Provisions Paragraph 20 within ten (10) days after receipt of this letter.

Sincerely,

Michelle R. Pratt
Acting Director

MRP/ Is
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Department of Financial Services

FAIRFAX COUNTY Office of Procurement Services
PUBLIC SCHOOLS 8115 Gatehouse Road, Suite 4400
Falls Church, Virginia 22042-1203

Telephone: 571-423-3550

MEMORANDUM OF NEGOTIATION

RFP2000001720- Distribution Denial of Service (DDoS) Service Protection

The County of Fairfax, Fairfax County Public Schools (hereinafter called the County or FCPS)
and Level 3 Communications (hereinafter called the Contractor) hereby agree to the following
in the execution of Contract: Distribution Denial of Service (DD0oS) Service Protection. The
final contract contains the following items:

a. Fairfax County’s Request for Proposal RFP2000001720 and all Addenda;

b. Level 3 Communications Technical and Business proposal as amended by this
Memorandum of Negotiations;

c. Response to BAFO dated February 19, 2016;
d. All subsequent amendments 1o the contract;

e. RFP2000001720 terms and conditions supersede all other documents unless
identified in this Memo of Negotiations.

The following are to be included in the contract:
1. Level 3 will meet FCPS implementation timeline of April 15, 2016.

2. In the event a Mitigation Service Outage lasts 4 or less consecutive hours, upon
Customer request Level 3 will provide a service credit to Customer equal to 3 days of
the MRC associated with the DDoS Mitigation Service at the affected location (the MRC
of the affected location + 30 calendar days x 3).

If a particular Mitigation Service Outage reported by Customer lasts more than 4
consecutive hours, upon Customer request Level 3 will provide a service credit to
Customer equal to 5 days of the MRC associated with the DDoS Mitigation Service at
the affected location (MRC of the affected location + 30 calendar days x 5). Please see
the SLA attached for complete details.

3. Attached pricing summary 02/19/2016 (BAFO).




Department of Financial Services

FAIRFAX COUNTY : Office of Procurement Services
PUBLIC SCHOOLS 8115 Gatehouse Road, Suite 4400
Falls Church, Virginla 22042-1203
Telephone: 571-423-3550

4, Appendix B of Cost Proposal: Cost cannot be censzdered proprietary and therefore is

removed from Appendix B,

5. Legal Exceptions in Technical Proposal:
Exception 3, General Provisions Page 23, section 2 and 35 and 36: A penalty was not

identified in the proposal submitted, therefore should FCPS terminate for convenience or
lack of funding after placing an order; FCPS shalf not pay an early termination fee.

All other prices, terms, and conditions remain the same.;

ACCEPTED BY:
i fnin 2/25/2016
Name: pwight E. Steiner, VP, Assist. General Ceunsel Date

Level 3 Communications

jW A /MZ«L/ x | R/M/;w;&

Tom VanDen¥urg, Director, IT rations Date
Information Technology
“Michelle Pratt, Acting Director Date’

Office of Procurement Services




SERVICE SCHEDULE

LEVEL 3® DISTRIBUTED DENIAL OF SERVICE MITIGATION SERVICE
{Version Issus Date: February 25, 2015)

1. Applicabllity. This Service Schedule is applicable only where Customer orders Level 3% Distributed Denial of Service Mitigation
Service ("Service"). Level 3® Distributed Denial of Service Mitigation Service may be designated as “ DDoS", "Denial of Service,”
“Distributed DoS Service,” "DDoS Mitigation Service,” or “Distributed DoS Mitigation Service” in Customer Orders, Order acceptance,
service delivery, billing and related documents, This Service Schedule incorporates the terms of the Master Service Agreement under
which Level 3 provides Services to Customer (the “Agreement™). In the event of any corflict between the Service Schedule and the
Agreement, the Service Schedule will govern and conirol.

2. Definitions. Any capitalized lerms used herein and not otherwise defined herein shall have the meanings set forth in the Agreement.

“Always-On” refers to an option for DDOS Mitigation Direct or DDOS Mitigation Routed GRE Service that continually
diverts Customer's inbound intemet traffic through the Level 3 Mitigation Infrastructure using BGP networking.

“Clean {Post-Mitigation) Traffic Capacity” means the level of traffic using standard DDoS Mitigation Service that is retumed to the
Customer "clean” following the mitigation process.

"Distributed Denial of Service Altack™ or "Attack” is an attack on @ computer system or network that causes a loss of service fo users,
typically the loss of network connectivity and services by consuming the bandwidth of the victim network or overloading the computational
resources of the victim system,

*DDoS Mitigation Direct Service”™ or "Direct Service™ means the DDoS mitigation solutionn which is implemented using BGP route
advertisernerts as a mechanism to re~route attack traffic through the Level 3 Mitigation Infrastructure. Clean traffic is routed back to the
Customer data center over IPVPN/EVPL logical connections between the Mitigation Infrastructure and Customer’s border router(s).

“Level 3 Mitigation Infrastructure” or "Mitigation Infrastructure” is defined as a collection of Level 3 devices designed {o filter malicious
attack traffic and pass through legitimate traffic in order to mitigate the potential disruptions caused by a Distributed Denial of Service
Attack.

*Requlardy Scheduled Maintenance” means any scheduled maintenance performed to the Mitigation Infrastructure. Regularly Scheduled
Maintenance will not normally result in Service interruption. If Regularly Scheduled Maintenance requires an interruption, Level 3 will: {a)
provide Customer seven (7) days’ prior written notice, (b) work with Customer to minimize such interruptions and (¢) use commercially
reasonable efforts to perform such maintenance between midnight and 6:00 am. local ime where the Mitigation Infrastructure is located on
which such maintenance is performed. Emergency maintenance may be performed on less or no notice. Regularly Scheduled
Mainienance, emergency maintenance and force majeure events are “Excused Outages™,

“DDoS Mitigation Routed GRE Service" or “Routed GRE Service” means the DDoS mitigation solution which is implemented using BGP
route advertisements as a mechanism to reroute attack traffic through Mitigation Infrastructure. Clean traffic is routed back to the
Customer data center using a GRE tunnel.

“Service Validation® means the process by which DDoS Mitigation Service is confirmed as available and is required for ali Routed GRE
Service arnd Direct Service as a part of the provisioning process (and annually thereafter}, enabling Level 3 to obtain a profile of
Customer’s traffic. Customer will coordinate to schedule such Service Validations when contacted by Laevel 3todo so. . Service Validation
is conducted over {2 windows during which traffic is routed through the Mitigation Infrastructure as follows: (a) an initial 2 hour "test’
window, and (b} a 24 hour validation window. Service Validation must be completed for all or a subset of protected Class C subnet prior
o routing traffic through the Mitigation Infrastructure. A "Service Validation Acceptance Letter” is provided by Level 3 upon successful
compietion of this procedure.

"Special Unavailability” means unavailability of the DDoS Mitigation Service due to {a) Customer misuse; (b) other negligent or unlawful
acts by Customer or Custormner Representatives; (c) netwark unavailability, including telecommunications failures outside of the Mitigation
Infrastructure or Level 3 network; (d) problems with Customer’s servers or equipment; (e) Customer’s traffic load exceeding 10,600,000
TCP {(iransmission control protocol) packets per-second; (f} any other action or inaction by a third party; or {g) a force majeure event, as
defined in the Agreement. Whether Special Unavailability is present shall be determined by Level 3 in its good faith discretion supported
by records, data and other evidence.

"Suspension” means Level 3's suspension of the DDoS Mitigation Service to Customer: (a) due 1o a good faith belief by Level 3 that
Customer has committed an Abuse as described in Section 9 (Warranty by Customer; Abuses} below; or (b} as otherwise allowed under

the Agreement.

3. Service Description. The DDoS Mitigation Service is available on Customer's Intemet services as described herein, The Customer
Order form will specify the type of Mitigation Services and whether those Services are Always-On or On-Demand, as applicable.




Notwithstanding anything in the Agreement to the contrary, Level 3 may, in ifs sole and absolute discretion, subcontract any or all of the
work to be performed under this Service Schedule, including but not limited to, installation, detection, and mitigation services. Services
other than the DDoS Mitigation Services provided by Level 3 to Customer that work in conjunction with DDoS Mifigation Services (such
as IPVPN Service) are subject to separate Service Schedules.

Direct Service is activaled by BGP route advertisement, with logical private line connections over IPYPN/EVPL between the Mitigation
Infrastructure and Customer's border router(s). BGP routing protocol is used to communicate network advertisements from Customer
to the Mitigation Infrastructure enabling inbound traffic to route through the Mitigation Infrastructure during an Attack or threatened Attack.

Routed GRE Service Is activated by BGP route advertisement and is based upon the GRE protocol with virtual tunnel connections
constructed to Customer's border router(s}. BGP routing protocal Is used to communicate network advertisements from Customer to the
Mitigation infrastructure, by /24 subnet, enabling inbound traffic fo route through the Mitigation infrastructure during an Attack or
threatened Atack.

Routing under either the Direct Service or the Routed GRE Service is asymmetric, with outgoing traffic from Customer to the Intemet
being forwarded as normal to Customer's Intemet Service Provider, without passing through Mitigation Infrastructure

For On-Demand DDoS Mitigation Servives, once the Mitigation Infrastructure is engaged, if an identifiable Attack is not seen by Level 3
within 48 hours then Custamer must disengaga the traffic re-direction unless otherwise set forth in a Customer Order.

For Always-On DDoS Mitigation Services, the diverted traffic entering Leve! 3's Mitigation Infrastructure will be inspected and filtered of
aftack traffic based on predefined filters agreed upon by Level 3 and Customer. Customer must report o Level 3 any new attacks not
effectivaly blocked by predefined filters. Level 3 will respond to new requests for mitigation in accordance with the “Time To Mitigate
SLA"

Upon confirmation of an Atfack and with the cooperation of Customer, Level 3 shall route Customer's IP traffic to the Mitigation
Infrastructure designed o filter malicious Attack traffic and pass through legitimate traffic in order to mitigate the potential disruptions
caused by an Attack. However, due to the varying nature of Attacks, Level 3 cannot guarantee that all Attacks will be detected and/or
mitigated; nor does Level 3 guarantee that all IP fraffic paltems that initially appsar to be Attacks are actual Attacks,

Customer must promptily notify Level 3 i it believes it is under Attack and provide Level 3 with reasonable assistance to reroute the [P
treffic to the Mitigation Infrastructure in order for the DDoS Mitigation Service to function properly.

A monitoring option for the DDoS Mitigation Service provides more proactive detection of DDoS events by monitoring Customer’s routers
or Level 3 provider edge routers directly and is available at an additional charge ("Attack Monitoring Services®). Aftack Monitoring Services
are available only to Customers with management access to their border routers who purchase DDoS Mitigation Services.

Flow Monitoring (FM) Service provides 24x7 monitoring of Customer’s border router(s) and alerts for large flood-based Aftacks. FM
Service requires a refiable feed of netflow sampling and SNMP specific to the Customer's traffic.

Notwithstanding the foregoing, Levet 3 reserves the right at any time to: (i) change or supplemant the monitoring tools and the mitigation
tachniques {including but not limited to modifying the Mitigation Infrastructure); (i} increase or decrease the monitoring tools’ sensitivity
to anomalous IP traffic patterns; and (iii} modify the definifion of anomalous IP traffic pattems that may indicate an Attack.

4. Charges. For DDoS Mitigation Services, Customer will be billed monthly in advance based on a fixed rate for mifigation up to a
predefined bandwidth level. The manner of billing selected will be set forth in the Customer Order. Fixed rate charges for DDoS Mitigation
Service consist of 2 components: (a) a non-recurring installation charge, and (b) a monthly recuring charge ("MRC"). The Service
Commencement Date is the first to occur of: {fy Customer's confirmation {which may be via e-mail) that the DDoS Mitigation Service is
available following a Service Validation call between Customer and Level 3 and generation of a ticket or (i} 60 days following submission
by Customer of the Order to Level 3.

5. [P Addresses and Domain Names. In the event that Level 3 assigns to Customer an IP address as part of the provision of Service,
such [P address shall {upon Level 3's request and to the exient permitted by law) revert to Level 3 affer termination of the applicable
Customer Order for any reason whatsoever, and Cuslomer shall cease using such address. At any time affer such termination, Level 3
may re-assign such address fo another user. In the event that Level 3 obtains for Customer a domain name {which may be required in
some European jurisdictions), Customer shall be the sole owner of such domain name.

With regard to domain names, Customer shall be solely responsible for:
(A) Paying any fees (including renewal fees) relating thereto;

(B) Complying with any legal, technical, administrative, billing or other requirements imposed by the relevant domain name
registration authority;




{C) Modifying such domain name in the event Customer changes service providers; and

(3} all third party claims (including claims for intellectual property infringement} relafing thereto, and Customer shall indemnify and
hold Level 3 harmless from all such claims and expenses (including legal fees and court costs) related thereto.

6. Bandwidth Overages. Clean {Post Mitigation) Traffic bandwidth will be calculated using the 95th percentile method. Level 3 shall
gather samples of clean traffic usage retuned to Customer, both inbound and outhound, at regular intervals. Level 3 shall discard the
highest 5% of the samples for each of inbound and outbound traffic, and the next highest sample becomes the 95th percentile value for
the data set. If Customer’s Clean (Post Mitigation) Traffic calculation exceeds the pre-defined bandwidth level in a month as set forth in
a Customer Order in any 2 months within a rolling 12 month period Level 3 may suspend the DDoS Mitigation Service or offer fo
renegoliate with Customer fo an upgraded Service plan (at additional cost to Customer), at Level 3's option,

7. Service L evels and Remedies.

The following Service Levels are not available prior to the completion of initial Service Validation and i repeat Service Validation has not
ocourred in the previous 12 month period. To receive credits, Customer must immediately notify Level 3 in writing of events, but in no
event later than 10 calendar days after the event. Whether an incident constitutes an event for Service credit purposes will be determined
by Level 3 in its good faith discretion supported by records, data and other evidence. Credils are only availabie against the MRC for the
affected DDoS Mitigation Service. The Service levels stated in Sections A - D below apply fo the mitigation aspect of DDoS Mitigation
Service. Customer acknowledges that the Mitigation Infrastructure is @ shared platforrn, and is therefore subject fo polential service
degradation when other customers on this platform experience DDoS Attacks and/or during maintenance evants.

(A) DDoS Mitigation Service Levels, Service Credits and Chronic Termination Rights. Level 3 shall use commercially
reasonable effors to make the Level 3 Mitigation infrastructure available to Customer one hundred percent (100%) of the fime once

Customer’s IP traffic is routed to the Level 3 Mitigation Infrastructure in response to a confirmed Denial of Service Attack until Customer's
IP traffic is re-routed back to nommal following cessation of such Attack (the “Mitigation SLA"). For purposes of this Mitigation SLA, a
“Mitiqation Service Outage™ means that the Level 3 Mitigation Infrastructure is unavailable to Customer {(Ls., the Customer cannot pass
traffic through the Level 3 Mitigation Infrastructure) for more than 60 consecutive seconds, except during an Excused Outage, periods of
Special Unavailabllity or periods of Suspension. A Mitigation Service Cutage shall only be deemed to have occumed after Customer’s IP
traffic has begun to route fo the Mitigation Infrastructure in response to a confirmed Attack. The duration of the Mitigation Service Outage
shall be determined by Level 3 in its good faith discretion using information collected from Level 3 trouble tickets and/or data collected on
the Mitigation Infrastructure.

In the event a Mitigation Service Outage lasts 4 or less consecutive hours, upon Customer request Level 3 will provide a service credit to
Customer equal o 3 days of the MRC associated with the DDoS Mitigation Service at the affected location (the MRC of the affected

location = 30 calendar days x 3).

If a particutar Mitigation Service QOutage reported by Customer lasts more than 4 consecutive hours, upon Customer request Level 3 will
provide a service credit fo Customer equal ko 5 days of the MRC associated with the DDoS Mitigation Service at the affected location
(MRC of the affected location + 30 calendar days x 8).

In no event will Customer receive a-credit for more than 1 incident per day pursuant to the terms of this Section 7(A), regardless of the
rumber of times Level! 3 fails to comply with the Mitigation SLA during that day.

In addition to Customer being entitled to the above credit(s), as Customer’s sole remedy for any non-performance of the Service, the
additional termination rights apply:

{a} in the event a Mitigation Service Outage extends for 10 or more consecutive days, Customer shall have the right, for30 days following
the start of such Mitigation Service Outage, to terminate the affected DDoS Mitigation Service under the applicable Order without early
termination lability;

{b} in the event of 7 separate occurrences of Mitigation Service Outage each las{ing at least 60 minutes in a2 90 day peried, Customer
shall have the right, for 30 days following the 7th such occurrence, o temninate the affected DDoS Mitigation Service under the applicable
Order without early termination liability;

(c) i Customer has procured from Level 3 an IPVPN circuit as part of the DDoS Mitigation Service, Customer’s termination rights
hereunder extend to such IPVPN Service.

(B} Time to Mitigate Service Level. Level 3 agrees to deploy mitigation following notice by Customer and Custorer properly
routing traffic to the Mitigation Infrastructure during an Attack. Level 3 begins mitigating as soon as it begins receiving traffic. The Time
to Mitigate value depends on several faclors, including (i) the length of time for Customer to properly route traffic; {ii) the length of time it
takes for routes to propagate to the Intemet at large; and (i) the type of Attack (see below).




Attack Type Time to Mitigate Service Level

. UDPACMP Floods 10 minutes
- SYN Floods 10 minutes
. TCP Flag Abuses 10 minutes

Mitigation requiring traffic analysis and custom signature development is not covered under the Time to Mitigate Service Level {"TTM
SLA". The remedies for failure to meet the TTM SLA are listed below.

{C) Consistency of Mitigation Service Level and Remedy for Time to Mitigate Service Levels

The Time to Mitigate is based from the time that traffic is properly routed through the Level 3 Mitigation Infrastructure, and is further
measured based upon the ratio of clean traffic to Attack traffic that is forwarded 1o Customer after the Time to Mitigate has elapsed
{"Consistency of Mitigation™). During any given calendar month, if Level 3 fails to mest the TTM SLA as measured by the Consistency
of Mitigation parameters of 95%, the following credits will be issued:

»  Single event — less than one (1) hour - in the event that the TTM SLA is exceeded but the mitigation meets the Consistency of
Mitigation parameters of 95% within 1 hour, Customer will be entitled fo receive a service credit equal to the pro-rated charges
for 1 day of the MRC of the affected DDoS Mitigation Service;

» Single event — in the event that the TTM SLA is exceeded and the miligafion does not meet the Consistency of Mitigation
parameters of 95% for 1 hour or more, Customer will be entitled to receive a service credit equal to for the pro-rated charges for
2 days of the MRC of the affected DDoS Mitigation Service.

«  Single Event lasting more than 6 hours — in the event that the TTM SLA is exceeded — with miligation not meeting the Consistency
of Mitigation parameters of 95% for a period of 6 hours or more, Customer will be credited with 7 days of the MRC of the affected
DDoS Mitigation Service.

(D) Attack Monitoring Services {Flow Based) Service Level

A credit as set forth below will be provided if an Attack Monitoring Failure ta Notify Event occurs, An “Aftack Monitoring Fallure to Notify
Event” or “FTN Event” is an event in which an Attack Monitoring DDoS alert occurs but steps to nolify Customer within a period of 15
minutes from the time that Level 3 recelves a “Type DDoS" alert are not taken,

For each FTN Event that occurs during a calendar month, Customer will be enfitlied fo receive a service credit equal to the pro-rated
charges for 3 days of the MRC applicable {o the affected site(s), If 3 or more FTN Events occur during a calendar month, in liey of service
credits, Customer shall have the right, for 30 days following the 3rd FTN Event, to terminate the applicable Service without liabifity.

(E} General Terms for all Service Levels

Credits shall only apply for DDoS Mitigation Service provided pursuant to an MRC, and will not apply to any other DDoS Mitigation
Service, including, without limitation, any custom service. Duplicative credits (e.g., for both a Mitigation SLA and a TTM SLA) will not be
awarded for a single incident. The aggregate credits under subparts (A}, (B), (C) & (D) above to be provided in any calendar month shall
not exceed 100% of the MRC of the affected DDoS Mitigation Service. Service Validation must ba successfully compleled within the
previous 12 month period for the TTM SLA and Consistency of Mitigation SLAs fo apply for Routed GRE Service and Direct Services. The
Service Level credits and termination rights siated in this Senvice Schedule shall be Customer’s sole and exclusive remedies with respect
to the DDoS Mitigation Service and related Services provided hereunder. .

8. Customer Responsibilities. Customer must provide to Level 3 an up-to-date point of contact with 24x7 availability who Level 3 will
coordinate with upon detection of an Attack. Customer is solely responsible for updating such point of contact information, as necessary.

Customer must cooperate with Level 3 and Level 3's partners or subcontractors in coordinating setup of the DDoS Mitigation Service,
including but not limited to, placing the necessary routing davice at the edge of Customer’s environment and cooperating with Leve! 3 in
the rerouting of IP traffic to the Level 3 Mitigation Infrastructure during an Attack.

For the Direct Service, Customer must procure from Level 3 connectivity between the Connect Backbone and the Customer Site (border
routers} per the following criteria (i) the demarcation point is the physical network port of the Mitigation Infrasture, (if) the connectivity must
consistof at feast 1 IPVPN cirauit directly to the port on the Mitigation Infrastructure from each of Customer’s data centers; and (i) any
Ethernet circuit must support 802.1Q. Provisioning begins upon confirmation of IPVPN circuit avallability. Level 3 may suspend Direct
Services if Level 3 determines that any Customer provided equipment is causing interference with the Connect Backbone or other
customers. Any IPVPN circuit provided by Level 3 will be subject to service levels as set forth In Leve! 3's standard service schedule for
such servica or otherwise agreed in writing by Customer and Level 3.

Customer is required to redirect traffic off of the Level 3 Mitigation infrastructure within 48 hours of notification that there is no longer any
observed Aftack traffic.

Customer must promptly notify Level 3 of any events thal may cause significant IP traffic pattern changes for the Customer netwod( being
monitored through the BDoS Mitigation Service.




Customer must promptly notify Level 3 if it believes itis under an Attack in order for the DDoS Mitigation Service to be activated effectively.

Customer must establish and consistently maintain reasonable and adequate security policles and devices for defense of its assets.
Customer acknowledges that DDoS mitigation is regarded as a tool that can be used as part of the Customer's overall security strategy,
but not as a total solution.

Customer understands and expressly consents that in the performance of its obligations hereunder, notwithstanding any other
requirements in the Agreement between Level 3 and Customer, Level 3 (or its subconiractor) may route Customer traffic to Level 3
Mitigation infrastructure which is located in a country other than the country of origination andfor destination of such traffic.

In the event Customer or Level 3 determine that the DDoS Mitigation Service Is being affected by a continuing error, conflict or trouble
report, or similar issue (in each case a “Chronic Problem®) caused by the Customer, Customer shall resolve any Chronic Problem by
taking whatever steps are deemexd necessary to rectify the same, including, but not limited to: (i) removing or modifying the existing DDoS
Mitigation Service configuration (or requesting Leve! 3 fo remove the same); or (ji) replacing Customer’s equipment providing distributed
denial of service Mitigation should that be deemed necessary. If Customer has not remedied the Chronic Problem within 30 days of
request by Level 3, then Level 3 may suspend or terminate the DDoS Mitigation Service.

9. Warranty by Customer; Abuses. Customer represents and warrants that : {a) in the performance of its oblgations and use of the
DDo$ Mitigation Service by Customer and any Customer representatives, users, employees, subcontractors, agents or any other person
under its responsibility (collectively "Customer Representatives™)), Customer and Custorner Representatives will not violate any applicable
laws and/or infringe the intellectual property or privacy rights of any third party; {b) Customer and the Customer Representatives will not
use the DDo$S Mitigation Service in a manner which constitutes an Abuse (as defined below); (c) the information and other data that
Customer transmits and receives in connection with the use of the DDoS Mitigation Service provided hereunder complies and will at all
times comply with all applicable laws and do not and will not infringe the inlellectual property or privacy rights of any third parties; (d)
Customer and Customer Representatives will not knowingly and intentionally transmif, infroduce or allow to be introduced, either
through it, or any third party over which Customer has control, any virus, worm, “Trojan horse®” time bomb or similar
contaminating/destructive feature or other malicious code using the DDoS Mitigation Service; and (e) when using the DDoS Mitigation
Bervice (or allowing others to use the DDoS Mitigation Service) Customer and Customer Representatives will comply with all applicable
acceptable use policies and will not cause or allow others o cause the disruption of other parties’ use or enjoyment of the Intemel.

Without limiting the foregoing, the following shall be deemed impemissible uses of the DDoS Mitigation Service {"Abuses”) and each
shall constitute a material breach by Customer of this Service Schedule and applicable Agreement:

{a) causing, aiding, encouraging, or faciitating a domain or URL hosted by Level 3 for Customer or any Customer Representative to
point to or otherwise direct traffic fo any matenal that violates any applicable law or regulation;

{b) using or facilitating the use of the DDoS Mitigation Service to {including by pointing to web sites or locations that): create, transmit,
distribute or store material that include tools designed for compromising security (including but not limited to password gusssing programs,
cracking tools or network probing fools); violate U.S. and any other applicable export control, data protection or antiHlerrorism laws; impair
the privacy of communications; knowingly contain viruses; andfor

{c) violating Level 3's then-current acceptable use and privacy policies located at www.level3.com.

Notwithstanding anything to the contrary in the Agreement, Customer, at its own expense, shall indemnify, defend, and hold harmiess
Level 3 and its directors, officers, trustees, shareholders, employees, independent contractors, subsidiaries, Affiliates, agents, successors
and assigns from and against any and all losses, costs, liabilities, judgments, damages (whether diredt, indirect or consequential) and
expenses, including, without limitation, reasonable attomeys’ fees and expenses arsing out of or relating to any claim, acfion, allegation,
investigation, proceeding or suit concerning any: (i) conduct by Customer which consfitutes an Abuse; {ii) third-party claim arising from
or relating to any content provided or delivered by or for Customer or Customer Representative in connection with the DDoS Mitigation
Service; {c) content provided or delivered by or for Customer or Custorner Representatives in connection with the DDoS Mitigation Service,
and/or {d) breach of Customer's waranties, representations, or obligations set forth in this Section 9.

10. Restrictions. if Level 3 provides Customer with portal access in connection with the DDoS Mitigation Service, Customer will use such
access solely as for use with the DDoS Mitigation Service in accordance with this Service Schedule and the Agreement, and Customer
will be responsible for any unauthorized access to or use thereof. Level 3 reserves the right to adhere to the safe harbor provisions of the
Digital Millenriium Copyright Act and any other equivalent legislation in any country or jurisdiction. For the avoidance of doubt and without
prejudice of the foregoing, Level 3 reserves the right to {i} apply the limitations or exclusions of fiabifity of the aforementioned laws and
regulations and any apphicable copyright laws; and {ii} suspend the Services or pull down Customer’s data or content that is allegedly
infringing any third party rights (in accordance with a third party complaint). Custemer understands and acknowledges that the DDoS
Mitigation Service is not suitable for the mairtenance, receipt or transmission of protected health information consistent with the Health
Insurance Portability and Accountability Act {HIPAA}, as amended or any other applicable laws in the matter.

11. Disclaimer. Notwithstanding anything to the confrary in the Agreement, except as expressly set forth herein, in no event shall Level
3 be liable for any loss or damage (whether direct, indirect or consequential} arising out of or in connection with this Service Schedule.
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The DDoS Mitigation Service is provided on an "as is” and "as available”™ basis, and any and all warranties, representations or conditions,
whether express or implied {by coniract, siatute or otherwise} are excluded to the fullest extent permitted by law. Notwithstanding any
language in the Agreement to the contrary, Level 3 shall not be obligated to provide any defense, indemnity or hold harmiess obligations
with regard fo any actual or alleged claim, liability, damage, expense or fees arising in connection with Customer’s use of the DDoS
Mitigation Service {or any associated software or Services) or otherwise arising in connection with this Service Schedule.

12. Additional Terms and Condifions Associated with the Service.

Level 3 may terminate any Customer Order in the event that Level 3 cannot maintain any required regulatory approvals, despite its

.reasonable efforts to do so. Level 3 may temporarily suspend any DDoS Mitigation Service immediately in the event Level 3 has a good
faith belief that such suspension is reasonably necessary to mitigate damage or liability that may result from Customer’s continued use
of the DDoS Mitigation Service. In the event of any expiration or termination of any Service, Customer's access to the applicable Services
will end and Level 3 will not be responsible for assisting Customer with any transition to an altemative provider, notwithstanding anything
to the contrary in the Agreement.

All right, title and interest in and to the DDoS Mitigation Service, the Mitigation Infrastructure, Level 3 network or any other technology
utilized by Level 3 to deliver the DDoS Mitigation Service, and all related technology, computer code, and other related materials and
results thereof (including the domain name server, proxy system, routing, switching, IP network, sofiware, data and know-how), and al
intellectual property embodied therein or derived therefrom (the “Proprietary Materials™) shall be the sole and exclusive property of Level
3, its Affiliates and/or its licensor{s), and nothing in this Service Schedule or the Agreement shall be construed to convey to Customer
any right, title, license or interest in or to such Proprietary Materials. Neither Customer, nor anyone acting on behalf of Customer may
reverse engineer, decornpile, modify or create derivative works of any of the Proprietary Materials, Level 3 and its licensors reserves for
themselves all rights not granted herein. Nothing in this Service Schedule or the Agreement grants Customer any rights fo, and Customer
is expressly prohibited from, reselling the DDoS Mitigation Service or using any component of the DDoS Mitigation Service or Proprietary
Materials to create or offer derivative versions of the DDoS Mitigation Service either directly, or through a third party, as a standalone
service offering, as bundled with Customer's services or products, or on a service-bureau basis.

UNDER NO CIRCUMSTANCES SHALL EITHER PARTY BE LIABLE TO THE OTHER OR TO ANY THIRD PARTIES FOR INCIDENTAL,
INDIRECT, SPECIAL OR CONSEQUENTIAL DAMAGES OF ANY KIND, INCLUDING LOST PROFITS, LOSS OF USE OF EQUIPMENT
OR SERVICES, OR DAMAGES TO BUSINESS OR REPUTATION ARISING FROM THE PERFORMANCE OR NON-PERFORMANCE OF
ANY ASPECT OF THIS AGREEMENT WHETHER IN CONTRACT OR TORT OR OTHERWISE, AND WITHOUT REGARD TO WHETHER
OR NOT NOTICE OR ADVICE OF THE POSSIBILITY OF SUCH DAMAGES HAS BEEN GIVEN; PROVIDED HOWEVER THE
FOREGOING SHALL NOT APPLY OR OTHERWISE LIMIT CUSTOMER'S OBLIGATIONS TO INDEMNIFY LEVEL 3 SET FORTH IN
SECTION 9. CUSTOMER RECOGNIZES THAT THE INTERNET CONSISTS OF MULTIPLE PARTICIPATING NETWORKS THAT ARE
SEPARATELY OWNED AND THEREFORE ARE NOT SUBJECT TO THE CONTROL OF LEVEL 3. MALFUNCTION OR CESSATION
OF INTERNET SERVICES BY INTERNET SERVICE PROVIDERS OR OF ANY OF THE NETWORKS THAT FORM THE INTERNET
MAY MAKE THE SERVICES TEMPORARILY OR PERMANENTLY UNAVAILABLE. OCASSIONAL TEMPORARY INTERRUPTIONS
OF SERVICES MAY OCCUR FROM TIME TO TIME. CUSTOMER AGREES THAT LEVEL 3 SHALL NOT BE LIABLE FOR DAMAGES
INCURRED OR SUMS PAID WHEN THE SERVICES ARE TEMPORARILY OR PERMANENTLY UNAVAILABLE, INCLUDING DUE TO
MALFUNCTION OR CESSATION OF INTERNET SERVICES BY NETWORK(S) OR INTERNET SERVICE PROVIDERS NOT SUBECT
TO THE CONTROL OF LEVEL 3, OR DUE TO ANY ACCIDENT OR ABUSE BY CUSTOMER. THE INTERNET IS NOT A SECURE
NETWORK; CONFIDENTIAL OR SENSITIVE INFORMATION SHOULD NOT BE TRANSMITTED OVER THE INTERNET OR STORED
ON COMPUTERS DIRECTLY CONNECTED TO THE INTERNET.

[Remainder of page intentionally blank]




PRICE SUMMARY FOR 500 MBS OF CLEAN TRAFFIC (GRE SOLUTION)

ltem . Annual
ltem Description i
No. p Qty UOM Price Ext.
Professional Services — Site Protection DDoS Destection & Alerting
1. Daployment (non-recurring one-time fee) 2 EA $0.00 $ 000

Site Pratection ~ DDoS Detection, Monitoring and Alerting (per Perimeter
2. Router ~ FCPS has two perimeter routers) (monthly recurring fee) 2 MO $1,350 $18,200

Site Protection ~ Border Gateway Prolocol Redirection (Unlimited) 500 MBS
of Clean Traffic - Base Bundle (1000 Domains, sixteen /24 Prefix, 1

3. Location) {monthly recurring fee) 1 MO $4.875 $58,500
Site Protection - Border Gateway Protocol Redirection - Additional /24 Prefix

4, (sixteen /24 prefix totally) (monthly recurring fee) 4 MO $o.00 $oo0
Additionat Fees {provide specifics of any additional fees, including
frequency):

5 3 $_

Total Bld {annual fees per year) $74.700




PRICE SUMMARY FOR 1 GIG OF CLEAN TRAFFIC (GRE SOLUTION]}

Annual |

tem Description i
No. item criptio Qty UOM Price Ext.
Professional  Services - Site Protection DDoS Deteclion & Alerting
1. Deployment {(non-racurring one-time fee) 2 EA $0.00 $o.00
Slte Protection — DDo8 Detection and Alerting {per Perimeter Router — FCPS
2, has two perimeter routars) {monthly recurring fee) 2 MG $1,350 $16,200
Site Protection — Border Gateway Protocol Redirection {(Unlimited) 1 GIG of
Clean Traffic ~ Base Bundle {1000 Domains, sixteen /24 Prefix, 1 Location)
3. (monthly recurring fes) 1 MO $6,682.50 $78,750
Site Protection — Border Gateway Protocol Redirection — Additional /24 Prafix
4. {sixteen /24 prefix) (monthly recurring fes) 4 MO $0.00 $0.00
Additional Fess {provide specifics of any additional fees, including
frequency): B
5. _ I $ $ —
Total Bld (annual fees per year) $04,980
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PRICE SUMMARY FOR 2 GIGS OF CLEAN TRAFFIC (DIRECT IP CONNECT SOLUTION)

ftem Annual
ltem Descri
No. ption Qty UOM Price Ext.
Professions! Services — Site Protection DDoS Detection & Alerting
1. Deployment [non-recurring one-time fes) 2 EA $0.00 $0.00
Shte Protection — DDoS Detection and Alerting (per Perimeter Router — FCPS
2. has two perimster routers) (monthly recurring fee) 2 MO $1,350 $18,200
Site Protection ~ Border Gateway Frotocol Redirection (Unlimited) 2 GIGS of
Claan Traffic — Base Bundle (1000 Domains, sixieen /24 Prefix, 1 Location)
3| (monthly recurring fee) 1 MO | $10,500 | $126,000
Site Protection — Border Gateway Protocol Redirection — Additional /24 Prefix
4. (sixteen /24 prefix) (monthly recurring fee) 4 MO $000 $o00
Additional Fees (provide spacifics of any additional fees, Including frequency)
IPVPN Circuit: 3707 FRANCONIA RD ALEXANDRIA, VA 22310
5. Access: 10 Gig-Ethernet LAN PHY 1 MO $5,500 $121,000
Port: IP VPN Port - 10 GB
Usage : $270/MB ( based on 90th percentile)
Install Tims; approximately 45 Business days upon receipt of order
Total Bid (annual fees per year) $263.200




PRICE SUMMARY FOR 3 GIGS OF CLEAN TRAFFIC (DIRECT iP CONNECT SOLUTION)

tem . ) Annual
on
No. item Descripti Qty UM Price Ext.
Professional Services - Site Protection DDoS Detection & Aleriing
1 Deployment {(non-recurring one-tims fee) 2 EA $ o000 $o0.00
Site Protaction ~ DDoS Detection and Alerting (per Perimeter Router ~ FCPS
2. has two perimater routers) (monthly recurring fes) 2 MO $1,350 $16,200
Site Protection — Border Gateway Protocol Redirection {Unlimited) 3 GIGS of
Clean Traffic — Base Bundle (1000 Domains, sixtesn /24 Prefilx, 1 Location)
3. {monthly recurring fee) 1 MO $12,450 $149,400
Slte Protection ~ Border Gateway Protocol Redirection ~ Additional /24 Prefix
4, {sixteen /24 prefix) (monthly recurring fee) 4 MO $o0.00 $000
Additional Fees (provide specifics of any additional fees, including frequency)
IPYPN Circuit: 3701 FRANCONIA RD ALEXANDRIA, VA 22310
5. Access: 10 Gig-Ethemet LAN PHY 1 MO $5,500 $121,000
Port: P VPN Port- 10 GB
Usage : $270/MB ( based on 90th percentile)
Instail Time: approximately 45 Business days upon receipt of order
Total Bid (annual fees per year) $286.600
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PRICE SUMMARY FOR 4 GIGS OF CLEAN TRAFFIC (DIRECT IP CONNECT SOLUTION})

Ivtan"uv : : Fo st : Annm“
ltem Description :
No. pt Qty | UOM Price Ext.
Professional Services - Site Protection DDoS Detection & Alerling
1. Deployment (non-recurring one-time fee) 2 EA $0.00 $0.00
Slte Protection - DDo§ Detection and Alerting (per Perimeter Router — FCPS
2. has two perimeter routers) (monthly recurring fes) 2 MO $1,350 $16,200
Sile Protection — Border Gateway Protocol Redirection (Unfimited) 4 GIGS of
Clean Traffic - Base Bundle (1000 ODomains, sixteen /24 Prefix, 1 Location)
3 (monthly recurring fee) 1 MO $14,550 $174,800
Site Protaction — Border Gateway Protocol Redirection ~ Additional /24 Prefix
4, {sixteen /24 prefix) (monthly recurring fea) 4 MO 000 $0.00
Additional Fees (provide specifics of any additional fees, including frequency)
IPVPN Circuit; 3701 FRANCONIA RD ALEXANDRIA, VA 22310
5. Access: 10 Gig-Ethemat LAN PHY 1 MO $5,500 $121,000
Port: IP VPN Port - 10 GB
Usage ; $2T0/MB { based on 90th percentiie)
install Time: approximately 45 Business days upon receipt of order
Total Bid (annual fees per year) $311.800




Item Annual
‘ 3
No. tem Description Qty UOM Price Ext.
: Ing (P '
2, has two perimeter rauters) (monthly recurring fee) 2 MO $1,350 $16,200
Site Protection — Border Gateway Protocol Redirection (Unlimited) 5 GIGS of
Clean Traffic — Base Bundie (1000 Domains, sixtesn /24 Prefix, 1 Location)
s {monthiy recurring fee) ! MO $16,500 $198,000
Slte Protection — Border Gateway Proloco! Redirection — Additional /24 Prefix
4, {sixteen /24 prefix) {monthly recurring fee) 4 MO $o00 §oo0
Additional Fees (provide specifics of any additional {ees, including frequency)
IPVPN Circuit; 3701 FRANCONIA RD ALEXANDRIA, VA 22310
5 Access: 10 Gig-Ethernet LAN PHY 1 MO $5,500 $121,000
Port: P VPN Port- 10 GB
Usage : $270/MB ( based on 80th percentile)
Install Time: approximately 45 Businass days upon receipt of order
Total Bid (annual fees per year) $£335,200

PRICE SUMMARY FOR 5 GIGS OF CLEAN TRAFFIC (DIRECT IP CONNECT SOLUTION}

PRICE SUMMARY FOR 10 GIGS OF CLEAN TRAFFIC (DIRECT IP CONNECT SOLUTION})



e a5

item

item Description ' Annual
Ne. p Qty | UOM Price Ext.
Profossional  Services -~ Site Protection DDoS Datection & Alerting
1 Daeploymant (non-recureing one-time fee) 2 EA $0.00 $o.00
Site Protection — DDoS Detection and Alerting {per Perimeter Router ~ FCPS (
2. has two perimeter routers) (monthiy recurring fee) 2 MO $1.350 $16,200
Site Protection — Border Gateway Protocal Redirection {Unlimited) 10 GIGS of
Clean Trafflc — Base Bundle (1000 Domains, sixteen /24 Prefix, 1 Location)
3 (monthly recurring fee) 1 MO $26,400 $316,800
Site Proteclion — Border Gateway Protocol Redirection —~ Additional /24 Prefix
4. {sixteen /24 prafix) (monthly recurring fee} 4 MO $o000 %000
Additional Fees {provide specifics of any additional fees, including frequency)}
IPVPN Circuit: 3701 FRANCONIA RD ALEXANDRIA, VA 22310
5. Access: 10 Gig-Ethemet LAN PHY 1 MO $5,500 $121,000

Port: 1P VPN Port - 10 GB
Usage : $270/MB { based on 90th percentile)
Install Time: approximataly 45 Business days upon receipt of order

Total Bid (annual fees per year)

$454,000




